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Abstract— The information-centric nature of today’s main for applications focusing on real-world/Internet intetia, (2)
Internet use cases contrasts the node-centric paradigm of the 3 Netinf-based Web browser plugin that supports persistent
Intemet architecture. This results in problems like inefficient |5cation-independent links, and (3) an email client plugin
information dissemination and limited data availability. To tackle . . S
these problems, information-centric networking has become an that_use_s per5|s_tent person identifiers (_IDS) and resohes t
important research area. In this paper, we present a prototype destination email addresses on the ﬂy via NetInf. Sectibn Il

of an information-centric network in combination with three D briefly describes the demo setup requirements.
applications, illustrating how new as well as legacy applications

can benefit from an information-centric network architecture. Il. THE PROTOTYPE
This section describes our current NetInf prototype imple-
. INTRODUCTION mentation. All participating nodes provide an information

Early use cases that drove the development of the currégtric Application Programmer Interface (API), callsetinf
Internet architecture have been node-centric, e.g., tdblenaAPl, that supports searching for information and resolving
remote connections to a certain network node. As a reselt, fRformation IDs into appropriate content locators. Nodes- p
guiding principle of today’s Internet architecture is bem a Vviding this API are calledNetinf nodegNIN) (Figure 1).
node-centric paradigm. However, the usage of the Interagt h Each individual NetInf node is able to perform lookup and
changed dramatically during recent years and focus hadhifsearch locally, e.g., to respond to broadcast requests from
towards accessing and disseminating information. Forethg¥eighbor nodes. In addition, our prototype implements an
use cases, the source (i_e_, network |oca[ion) of the inddiom infrastructure of NetInf nodes that provides these sesvime
is rather irrelevant from a user’s point of view. The useresar @ global scale. These services are used by other nodegsglien
about getting the right information as fast as possible. e cto easily implement various information-centric applioas.
this paradigminformation-centric networking

Research on information-centric network architectures ha m
gained significant importance in recent years and is purbyed ‘qc‘J >)>>> a g-.
several projects like Content-centric Networking (CCN]), [1 5 . @g
PSIRP [2], and 4WARD [3]. This paper is based on results NI, , S
of the 4WARD project and describes the prototype of our Fi ]
information-centric network architecture, which we chliet- .. [Globa Resolition Sem;é._._.. "Search ] Search Sersice 2
work of Information (NetInf)In NetInf, we takeinformation @ . “Sgpvice:T
per seas the starting point for the network architecture in con- = E g g ! E
trast to today’s host-centric architecture. We design aroam = [NIN] (NI

nication infrastructure which is much better adapted tadis&
of disseminating and exchanging information. Akin to samil Fig. 1. Architecture overview. All participating nodes &tetinf nodes (NIN).
projects, large-scale information dissemination is basad

an identifier/locator split. Going beyond similar projectge

improve information dissemination by integrating cachamgl A. Information Objects

data storage right into the architecture. FurthermoreJriet Al information in Netinf is stored in Information Objects
increases data availability vieesolution serviceshat can (|0s). |0s can represent files or services that are provided
provide the best network location for information accessiingytside of Netinf, e.g., by a Web server, or they can reptesen
certain context. Information availability is increased @iflex- regl-world objects, like a person or a building. All I10s have
ible, encoding-independent information model. Informati 3 common structure: they consist of a set of attribute/value
access is secured via an information-centric security Moggyirs that describe the 10 and have a globally unilje¢inf ID

which is deeply integrated into the architecture and emsablrigyre 2). Netinf IDs are persistent in spite of owner cheang
among others, owner authentication and self-certification cgntent change, as well as storage location change.

In this paper, we will first give a brief overview of the
NetInf prototype in general (Section I1). Thereafter, Seetll  B- Infrastructure
describes the three use cases that our demonstration $ocus@he infrastructure consists of thdentifier Lookup Service
on: (1) TheAugmented Internaise case that provides supporfILS) and thelO Lookup Service (IOLS)The IOLS is a



ID: 123 ID: 456 C. Clients

description = "Eiffel Tower" description = "Eiffel Tower Website"

geo = 4851 32 N, 2 17/45" € locator = "http://wwwtour-eiffel /" To use the infrastructure, client applications commureicat

' with the IOLS and ILS via the Netinf API. This API is
(a) 10 representing the Eif- (b) 10 representing the provided by theNetinf Node Middleware (NNMhat permits
fel Tower. website of the Eiffel Tower.

to use this API remotely (implemented via Google Protocol
Fig. 2. Two 10s with ID 123 and 456. 10 123 refers to 10 456.  Buffer [6] messages). The resulting interaction betweéntl
and infrastructure is illustrated in Figure 4.
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1 1

global resolution service that performs lookup operatifors .
clients, i.e., it returns a corresponding 10 for a given Ngtl I\?/ \?/ \?;

ID. This service is the central component for a global NetInf | Netinf Node Middleware (NNM) |
and, hence, must scale and must have a high availability.
Therefore, we implemented the IOLS based on a Distributed

Client

NetInf API

Hash Table (DHT) using Chimera [4]. Note that this Peer-

to-Peer (P2P) implementation lacks important featurds li =

low query latency, which is acceptable for our prototype. 8 NAM NNM NAM
A productive implementation would use more sophisticated 15 oS EMILS || GEO-LS

techniques, like Multiple DHTs (MDHT) [5].

The second component of the infrastructure are seaieb. 4. Information-centric applications (Netinf apps) ess the Netinf
services. These services perform search operations tonts)i functionality via the NetInf API. The global infrastruciprovides the same
. ) . . . API to provide NetInf service on a global scale.
i.e., return a set of NetInf IDs for a given attribute queikel
rfid == ' ALB2C3’ . This way, 10s can be found based on . _ . _ .
their descriptive attributes without knowing their ID. The middleware is written in Java to guarantee high porta-

We have implemented two different search services. Firfility beétween different system platforms. Currently, weedit
the distributed exact-match ILSis able to resolve exact- O" Android, Windows, and Linux to implement several Netinf
match queries for arbitrary attributes. It can be used fay, e 2PPlications as described in Section Ill.

Radio Frequency Identification (RFID) and barcode lookups. [1l. DEMONSTRATION

Second, thgeographic IL$erforms advanced searches of 10g Augmented Internet Use Case

based on a geographic location specified, e.g., via regangl ) i .

squares, or pie slices. For complexity reasons, the progoty The Internet contains a lot of information that can be very
implements the geographic ILS in a centralized manner; t’&?eful to support users in real-world activities and whife o

implementation of a highly scalable productive system is o e go. Unfortunately, this |n.for.mat|on IS currer}tly venyne-
bersome to access and retrieving the information disrups t

of the scope of Netinf. - 1Y .
o t infrastructure testbed ists of b users’ workflow. Several Internet applications are beingetie
ur Cl::”entl:;aZIrluc}l:;e es et' .CO?S'.S Sﬂ? scer\]{era S!T;rz ed lately that provide a better real-world/Internetgnétion,
running Free - Al o them participate in the Lhimera gg for the iPhone and Android operating system [7], [8].

overlay which is the base for the IOLS and exact-match IL$ . o
- \le call those application8ugNet applicationsFor example,
One of the servers additionally hosts the central geogcapl% ppAcationaug bpicat xamp

N 2 is includes applications that provide users with infatiora
ILS. An overview is shown in Figure 3. bp b

corresponding to their current surroundings (Fig. 5). Heeve
AugNet applications are currently difficult to develop on a
large scale because conceptual support for such applisatio
is missing in today’s network architecture.

In contrast, our information-centric NetInf architecture
herently provides conceptual support for AugNet applaadi
IOs can be used to represent real world entities like budlslin
places, and objects in the Internet, thereby beconvinal
Entitiesthat represent the respective real world entities. Based
on the real world entity attributes like GPS coordinates or
RFID tags, users can search for Virtual Entities via spexsdl
search services like the geographic ILS, retrieving the IDs
of Virtual Entities that match their query. Finally, thedesl
Fig. 3. Testbed infrastructure with IOLS, exact-match ILSAES), and CaN be resolved into the respective Virtual Entities vialhfet
geographic ILS (GEO-ILS). resolution services (e.g., locally or globally).

We have implemented and will demonstrate an information-
centric, location-dependent AugNet application cakedyNet

IOLS/EM-ILS




browserrunning on an Android phone. The main goal is temail addresses in addition that might be bound to theiecdrr
illustrate how the NetInf architecture can be used to imgetm Internet Service Provider. Changing email addresses pesdu
such applications very easily. With the AugNet browser, e ussignificant hassle to inform all contacts of the new email
can create Virtual Entities and can bind them to real worladdress and might even result in lost contacts.

entities via GPS coordinates, RFID, etc. Likewise, users ca This problem can be solved by using Netinf I0s as per-
search for Virtual Entities based on real world attributed a sistent representations of people, caletson Object (PQ)
can present them, e.g., on a map (Figure 5). A PO can contain a varying amount of information about the
PO’s owner and access to this information can be restricded a
desired. To provide persistent email communication, the PO
contains at least one valid email address of the owner.ddste
of propagating his current email address, the user propagat
‘AugNet Browser - Map View .

' the PO’s ID to his contacts. In return, these contacts can use
the PO’s persistent ID as destination address instead of the
user's email address. When his email address changes, the
user only has to update the email address in his PO instead
of propagating the new email address to all contacts. This is
possible because NetInf IDs (including the IDs of the PO8) ar
inherently persistent even in the event of a provider change

We have developed a Thunderbird plugin that translates the
PO’s ID into the currently valid email address of the user. In
our demonstration, we will illustrate how the plugin retés
the user’'s email address and how the core NetInf functinali
This is your current position is used to realize this use case. First, the plugin resolves t

T VR PO’s ID into the corresponding PO via the resolution service
Thereafter, the plugin extracts the email address from the
retrieved PO, uses this email address as destination addres
and hands the email back to Thunderbird for transmission.

Fig. 5.  AugNet browser application showing two retrievedt¥l Entities D. Setup

To reduce the complexity of the setup, all demos will use a
B. NetInf Web Browser single local NetInf node running on a laptop to perform skarc

In the dominating namespaces of today’s Internet — gnd ID resolution, i.e., we require space for two laptops. In
addresses and URLs — names are bound to certain netwdfiition, we use an Android cellphone for the AugNet use
locations. This fact hampers scalability mechanisms, makeSe. We require WLAN with Internet access for three devices
persistent information naming difficult, and reduces infar as Well as power supply. Setup will take about 30 min.
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